HIPAA INFORMATION — NOTICE % LANSING
OF PRIVACY PRACTICES COLLEGE

THIS NOTICE DESCRIBES HOW MEDICAL AND DENTAL INFORMATION
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN ACCESS
THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

OUR COMMITMENT TO YOUR PRIVACY

The Lansing Community College Dental Hygiene Clinic (“Clinic”) is committed to protecting
the privacy and security of your protected health information (“PHI”). PHI includes information
about your health condition, treatment, payment for services, and other information that may
identify you.

This Notice explains:

e how we may use and disclose your PHI,

e your rights regarding your PHI,

e our legal responsibilities,

o and how to contact us with questions or concerns.

The Clinic is required by the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”), applicable federal regulations, and other applicable laws to:

maintain the privacy and security of your PHI,

provide you with this Notice of our legal duties and privacy practices,

follow the terms of the Notice currently in effect,

and notify you if a breach occurs involving unsecured PHI as required by law.

We reserve the right to revise this Notice and make the revised terms effective for all PHI we
maintain. Updated Notices will be posted in the Clinic reception area, made available upon
request, and posted on the College website.

YOUR RIGHTS
You have the right to:

e Obtain a copy of your paper or electronic health records
e Request corrections or amendments to your records

e Request confidential communications

e Request restrictions on certain uses or disclosures

e Receive an accounting of certain disclosures

e Receive a paper copy of this Notice

o Designate someone to act on your behalf



e Receive notification of certain breaches
o File a complaint without fear of retaliation

Additional details regarding these rights are explained below.

HOW HIPAA IMPACTS YOUR CARE
To help protect your privacy and verify your identity, Clinic personnel may request identification
before discussing appointments, billing matters, scheduling information, or records with you.

If you request information by telephone, we may ask you to verify identifying information such
as:

o date of birth,

e address,

o telephone number,

e or date of treatment.

The Clinic will not disclose information to family members, friends, or other individuals unless:

e you authorize us to do so,
o the disclosure is otherwise permitted by law,
o or the disclosure is permitted in an emergency or in your best interest as allowed by law.

HOW WE MAY USE AND DISCLOSE YOUR INFORMATION

We may use and disclose your PHI for treatment, payment, health care operations, and other
purposes permitted or required by law. When required, the Clinic will make reasonable efforts to
limit disclosures to the minimum necessary information.

TREATMENT
We may use and disclose your PHI to provide, coordinate, or manage your dental and related
health care services.

Examples include:

¢ dental examinations,

o radiographs (x-rays),

e periodontal assessments,

¢ sealants,

o fluoride treatments,

o teeth cleaning services,

o referrals to dentists or other providers,
e consultation regarding your treatment.

We may disclose PHI to other providers involved in your care when authorized by you or
otherwise permitted by law.



PAYMENT
We may use and disclose PHI for payment-related activities permitted by law.

The Dental Hygiene Clinic does not directly submit insurance claims. However, upon request,
we may provide records or documentation that you may submit to a payer or insurance carrier.

HEALTH CARE OPERATIONS

We may use and disclose PHI for Clinic operations, including:

e quality assurance activities,

e chart auditing,

e accreditation activities,

e educational training and supervision,

e compliance reviews,

e customer service activities,

e scheduling and administrative functions,
e software support and maintenance,

o risk management activities.

The Clinic operates as a teaching clinic. Health information may be reviewed internally by
supervising faculty, licensed providers, students, contractors, accrediting organizations, and
business associates as necessary for educational, operational, accreditation, or compliance
purposes and subject to applicable confidentiality protections.

Business associates and contractors performing services for the Clinic who may access PHI are
required to appropriately safeguard that information in accordance with HIPAA and applicable
law.

INDIVIDUALS INVOLVED IN YOUR CARE
We may disclose relevant information to family members, friends, or others involved in your
care or payment for your care if:

e you agree,
e you do not object,
o or disclosure is otherwise permitted by law.

If you are unable to communicate your preferences, we may share information if we believe it is
in your best interest.

APPOINTMENT REMINDERS AND COMMUNICATIONS
We may contact you regarding:

e appointment reminders,
o follow-up care,
e scheduling changes,



e treatment alternatives,
o or other health-related services.

Communications may occur by phone, voicemail, mail, email, text message, or patient
communication systems unless you request alternative methods.

REQUIRED BY LAW
We may disclose PHI when required to do so by federal, state, or local law.

PUBLIC HEALTH AND SAFETY ACTIVITIES
We may disclose PHI for public health and safety purposes, including:

e reporting suspected abuse or neglect,

e reporting certain diseases or injuries,

o assisting public health authorities,

e preventing or reducing serious threats to health or safety.

HEALTH OVERSIGHT ACTIVITIES
We may disclose PHI to government agencies authorized to conduct:

o audits,

e investigations,

e inspections,

o licensure reviews,

e accreditation reviews,

e or other oversight activities authorized by law.

We may also disclose information to the U.S. Department of Health and Human Services to
demonstrate HIPAA compliance.

LAWSUITS, LEGAL PROCEEDINGS, AND LAW ENFORCEMENT
We may disclose PHI:

e inresponse to court orders,

e subpoenas,

e discovery requests,

e lawful administrative requests,

e or as otherwise permitted or required by law.

We may also disclose PHI for certain law enforcement purposes and workers’ compensation
matters as authorized by law.

SPECIAL CONFIDENTIALITY PROTECTIONS AND OTHER APPLICABLE LAWS
Certain information may receive additional confidentiality protections under federal or state law,
including:



o HIV-related information,

e genetic information,

¢ certain mental health records,

e and substance use disorder treatment records.

The Clinic will comply with all laws governing the confidentiality and disclosure of these
records.

SUBSTANCE USE DISORDER (SUD) RECORDS —42 CFR PART 2
To the extent the Clinic receives or maintains records subject to 42 CFR Part 2 (“Part 2
records”), those records may receive additional protections under federal law.

Part 2 records may be used or disclosed for treatment, payment, and health care operations only
as permitted by applicable law and any required patient consent.

If the Clinic receives Part 2 records under a consent that limits disclosure to a specific person,
entity, or purpose, the Clinic will comply with those limitations.

The Clinic will not use or disclose Part 2 records, or testimony describing information contained
in those records, in any civil, criminal, administrative, or legislative investigation or proceeding
against you unless:

1. you provide written consent, or
2. disclosure is authorized by a court order and subpoena as permitted by law.

The Clinic will not use Part 2 records to investigate or impose liability on a patient solely on the
basis of substance use disorder information except as permitted by applicable law.

The Clinic does not currently use patient information for fundraising communications. If those
practices change, this Notice will be updated and any rights related to fundraising
communications involving Part 2 information will be provided as required by law.

RISK MANAGEMENT AND SAFEGUARDS
The Clinic uses administrative, technical, and physical safeguards designed to protect the
confidentiality, integrity, and availability of PHI.

Safeguards may include:

e encryption of electronic records,

e password-protected systems,

o restricted user access,

e anti-virus and cybersecurity protections,
e software updates and monitoring,

e secure storage of paper records,

e secure disposal procedures,

o workforce confidentiality training,



e periodic compliance reviews,
o disclosure tracking and authorization logs.

Students, faculty, employees, contractors, and business associates are trained regarding
confidentiality obligations and HIPAA compliance requirements.

YOUR RIGHTS REGARDING YOUR INFORMATION

ACCESS TO RECORDS
You may request to inspect or obtain a paper or electronic copy of your PHI.

Requests should be submitted to the Clinic using the contact information below.
We generally respond within 30 days as required by law.
Reasonable, cost-based fees may apply where permitted by law.

REQUEST AN AMENDMENT
You may request that we amend information you believe is incorrect or incomplete.

We may deny certain requests but will provide a written explanation if we do so.

REQUEST CONFIDENTIAL COMMUNICATIONS
You may request that we contact you in a specific way or at a specific location. We will
accommodate reasonable requests when possible.

REQUEST RESTRICTIONS
Y ou may request restrictions on certain uses or disclosures of your PHI.

We are not required to agree to all requested restrictions. However, if you pay for a service
completely out-of-pocket, you may request that information regarding that service not be
disclosed to your health plan for payment or operational purposes unless disclosure is otherwise
required by law.

ACCOUNTING OF DISCLOSURES

You may request a list of certain disclosures of your PHI made during the previous six years,
excluding disclosures related to treatment, payment, health care operations, and certain exempt
disclosures.

The first accounting requested within a 12-month period will be provided at no cost.

RIGHT TO A PAPER COPY
You may request a paper copy of this Notice at any time, even if you agreed to receive it
electronically.




DESIGNATE SOMEONE TO ACT FOR YOU

If a person has legal authority to act on your behalf, such as a legal guardian or holder of a
medical power of attorney, that individual may exercise your rights once appropriate
documentation is provided.

BREACH NOTIFICATION
You have the right to receive notification if a breach occurs involving your unsecured PHI as
required by law.

YOUR CHOICES AND AUTHORIZATIONS
You may tell us your preferences regarding certain disclosures, including disclosures to family
members or others involved in your care.

Except as otherwise permitted by law, the Clinic will not:

e use or disclose PHI for marketing purposes,
o sell your PHI,
o or disclose psychotherapy notes,

without your written authorization.

You may revoke an authorization at any time in writing. Revocation will not apply to actions
already taken in reliance on the authorization.

COMPLAINTS
If you believe your privacy rights have been violated, you may file a complaint with the Clinic
using the contact information below.

You may also file a complaint with the U.S. Department of Health and Human Services Office
for Civil Rights:

U.S. Department of Health and Human Services

200 Independence Avenue, S.W.

Washington, D.C. 20201

+1-877-696-6775
https://www.hhs.gov/hipaa/filing-a-complaint/index.html

THE CLINIC WILL NOT RETALIATE AGAINST YOU FOR FILING A COMPLAINT.

CONTACT INFORMATION
HIPAA PRIVACY OFFICER

Dental Hygiene Program Director
(517) 483-1457

HIPAA SECURITY OFFICER


https://www.hhs.gov/hipaa/filing-a-complaint/index.html

Front Desk Patient Coordinator / Non-Teaching Faculty
(517) 483-1458

Lansing Community College Dental Hygiene Clinic
515 North Washington Square, Suite 107

Lansing, MI 48933

RISK MANAGEMENT, LEGAL SERVICES, AND EQUAL OPPORTUNITY—NON-
DISCRIMINATION.

LCC provides equal opportunity for all persons and prohibits discriminatory practices based on
race, color, sex, age, religion, national origin, creed, ancestry, height, weight, sexual orientation,
gender identity, gender expression, disability, familial status, marital status, pregnancy,
pregnancy-related conditions, military status, veteran’s status, or other status as protected by law,
or genetic information that is unrelated to the person’s ability to perform the duties of a particular
job or position or participate in educational programs, courses, services or activities offered by
the College.

FOR INFORMATION REGARDING THE NONDISCRIMINATION POLICIES CONTACT:
Equal Opportunity Officer

Washington Court Place, 309 N. Washington Square, Suite 150,

Lansing, MI 48933,

517-483-1730

B-Ops-RiskMgmt@]lcc.edu

FOR EMPLOYEES 504/ADA ACCOMMODATIONS CONTACT:
HR Director of Total Compensation & Employment
Administration Building, 610 N. Capitol Ave.

Lansing, MI 48933

517-483-1875

FOR STUDENTS 504/ADA ACCOMMODATIONS CONTACT:
Care Services Manager,

Center for Student Support, Gannon Building, 411 N. Grand Ave.
Lansing, MI 48933,

517-483-1358

FOR TITLE IX, REPORTING, OR COMPLAINTS CONTACT:

Director of Risk Management & Legal Affairs, Student and Employee Title X Coordinator
Washington Court Place, 309 N. Washington Square, Suite 150

Lansing, MI 48933

517-483-1730

B-Ops-RiskMgmt@]cc.edu

and/or U.S. Department of Education’s Office of Civil Rights, Michigan Department of Civil
Rights.



mailto:B-Ops-RiskMgmt@lcc.edu
mailto:B-Ops-RiskMgmt@lcc.edu
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